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- 51=i< (PBIES#CE)2!) - 512E59149! (< (OB2121! GHOBV58S!) - 12144521 <#)IEB)! -4Cli<!) = 5IO#<)Bm<EIEA28) <41 (14 () (!
0#<) 845811 G51#<BIC (M52! (185n652)! (<4! (99#841<81)#1) - 5145=(62)2! 3B!) - 51 7;1E (8) <582 E8#VI4I<8!) - 514 () (148!
)51 (<(B212! 258V19521 ) =121 O] 35188(<)541#8! <#)11W: 51 Ji< (1 Q258! - (2! <#!i<>65<951#<!) : 514 () (|EB#9522i<8! (2!
269: 1P 5! #<BIES#CE)2!Y)! 3B! (185n652)! 621<&! 7:R1 G5! = (2! <#1 (995221 )#1) : 514() (! (<419(<<#)! 45)58CI<5! 0 - #1
2:(» 1 (V5! (99522! #8! - #O!>#<8! ) :5! 4() (! (85! 2)#8541 5)91l G5! (32#! 9(<<#)! =61 ) = 51 # & ()te<2! #=! (1 4O (!
0#<)8#»58! *P -1 263250)4#<! /INL/| PACOBB26 2R (<41 /1,RIW= 5! (6) = #81)B! )#! 4594451 0= ()! = (EE5<2! O :1):514() (!
2)(B210%) 21" () (IXBHVIA58F " #=) O (B5IX8#VIA58! (<41) - 51Ii< (1Q25814#<>BIB5I51V52!) - 518525 (89 185262)21!

<19(25!) 2 5! (<(°B212!8526%)! 5<) (b2 E582#< (1 4 () (1) 2 51 Ji< (1 Q2581 6 (44521 (0241 (2! (1 4() (1 9#<)8#»58! 0 1 5<! = 5!
85951521 - 5185265)211:=1)  51)8( <2581 )#1) - 51Ji< (1Q2581 O#6>415<) (! (1)8(<2=58!)#! (1) - 1841 9#6<)8B!) = 5" #=) O (85!
X8HVIA581 (241 C62)15<2685!J#9#CEBION) - 1) - 51 (444)ii< (018586> ()< 21#<1260 - )8( <2581 3126 3250)k#<I/INL, Rl

!
o Y(8:(<)ID'IW:5!"#)0 (85!X8#Vi45819 (<1625!) - 1841E (8)BIO#CEB)!<&I8524#68952!51&1IKC (_#<!

W= 51 "#=)O (85! X8#Vi458! O - #1121 62i<8! (1) 484 E(8)B! 258VI95! 4 4#1) - 51 (< (*B2i2! O 5<)581 <) (14 () (!
9#<)8#»5814 () (| E8#952248! 85>()k#t<2 - E! OF) 1) 2121 ) - 1841 E(8)B! 263059)1 J#! ) - 51 9#<Ah) <) = ()1 ) - 51) - 484!
E(8)BI2IE8#05221<&1) 514 () (1#<!35 1 (>=1#=1) - 51"#=) O (85! XB#VI4581P -1 263259) <! /IN1/IPACIBB26 2RR1! ;<!
9(25!) 1514 () ('EB#952248112152) (342 2 5414<1 (1) - 18419#6<)8B1) - 5185865 () H<21#<1)8 (<2-5814=1E5824< (14 () (!
Y1 (1) - 18419#6<)8B1 C62)13519#CEN5410%) - IP3-1263259)#<1/IN1, RIAVS<)6 (»BS14 () ({ES#9522#82!) = ()! (85!
258V195! E8#V4582! 2E50H(_5411<1958) (1<! E8#95221<8! #=14() (! = (V512) (<4 (841 258V4952! (<419#<)8(9)2! )#!
351 218<541 381 4() (! 9#<)8#»582! ) = ()! (24! 5<) (B! 2) (<4 (84! 9#<)8(9)6 (! D(6252! P! 263259)#<! /INL/!
PACIB826.2RR1!

NI Y (81(<)1/ W= 51t (1Q25819(<!625! - 121#0<14 () (25)!

W= 5106 (1Q25812! (14 () (19#<)8#»5811:<19(251) - 51< ()< (14 () (| ES#)59) <> (Ol#=1#<IAQI ?5C 358!™) ()5152!
(EBX9(35!)#! -1CIP}1263259)#<! /INI/R - 5! C62)! 9#CEBI OY) - 14 () ({ES#)59) <! ESI<E>52! (<4! C62)! 35!
(35!)#13(25!) - 51)8(<2:581)41) - 51"#=)0 (85! XB#VI45814<! (W5 (1&8#6<A43151811< ()itt< GHCEEC5<) (i<t
K8)1! ! P/RI PSR! =X = 1481 K8)1I F1P-R! =X = 1P }-1 263250)#<! /ININ! (<4! /INI-Rl! KA43)ktt< (»BSI 4<!) =51 9(25! ) = 5
"$#)O (85! XBHVIA58112] <#)152) (312 541! ) - 5IAQFAAKHKSES (1 AQ!8586> (<2l #<1)8(<2=58! #=! E582#< (14 () (!
)#1) 11841 9#6<)8152! C62)! 35! =#»#054! 3B1) - 51 Ji< (> Q258! P31 263259)k#<! /INI, RIIW 42! C (B! 35! 52E594(»B!
8555V (<)!=#81 (1)8(<2:581#=1) - 514 () ()#!) - 5" OR22IE(8)<58IAWG1I"OY)_58(<4! = (21355<! (M<#0>548541 (2! (!
9#6<)8B!) - ()15<26852! (<!(45Nn6()5H5V5I4=IE8#)59) <1 ™!

W= 51"#)0 (85! X8#VIA58! (32#1n6 (41521 (21 (14 () (19#<)8#»581! 1 5¢)1)# 9#CEBI<&I08) 1) : 514 () (IE8#)50) #<!
E8i<OIEX52!1)1421 (32#185n618541) = ()1) - 51 9#»50) < #1) - 51 E5824< (1 4() (! (<A!ES8H8CI<E) #=1) : 51 (< (0B212!

&/1/ESH")" 5 4)>(=$8"HGT" <50"'TH) ) 1"%5)-.)"":)JK)
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! !
I !

0(<!35!3(2541#<! (b5&.(1&8#6<41P }1263259)kt<! /ININ! (<41 /INI-RIW = 51)8(<2=581#1) - 5185265) ! )#1) : 51 i< 0!
Q258112126 3159))#14 () ('E8#)59) <8586 () #<21i<19 (2514)!9#<) (1<21E5824< (14 () (I

EN!AKALQW; i 1!$ShIWGA! " KWK"AWIX7 i Y;"A7!

W:5!7;1 C(<(&52! )# 5c596)5! )= 5! (<(OB2i2! #<! )z 5! 9#CEB)i<8! 852#68952! #==58541 3B! ) :5!  ()(25)! X8#Vi458!
359(625!=#81)59 - <9 (1 #8158 (185 (2#<2!)  514() (25)19(<<#)! 35! CHV5A1IW:42185n618521) - ()!) - 5! C5) - #4! = (21)#!
351)5CE#8(80BIOHEISAIP(<415c596)54R1=8#C1) - 51"#) 0 (85! X8#VIA58I)#1) 51 ™ () (25)!X8#VI458FACS96)#8!!

K<I5c(CE5l#!) 1121295< (8k#19 (<135!) - 51Z58C (<"\.53K89 - 151!
!
NIt Jt< (1Q258 112! (IE5824<!#819# CE (<BI=8#CIAQIPH8!#6) 21451 AQRI!
NIt "#=) O (B5IX84V4458 1#<5 1) - 517:1E (8) <582!
RiIt = ()(25)!X8#VI458 1#<514:1) - 517:1E (8)<582!
NIm7525(89: 1:<=8(2)869)685 I"#$i& " () (19#<2#8)i6C!

o AC596)#8'1): 51" ()(25)IX8#\Vi458!

Y(81(<)2!
DIl W= 51" ()(25)IX8#Vi45819(<!625!) - 1841E (8)BIO#CEB)i<&I852#68952151811 Z ##6>5!

/1 W:51Ji< (1Q258!19(<!625!E8#Vi45! - R21#0<!C5) - #4!

$(25![(25'!

W= 51" () (25)IX8#VI458IN6 (=521 (21 (14.() (19#<)8#»58! (<41C62) 9#CEBIOY) ) - 514 () (|E8#)59) < EBI<HE52L1;) 2!
85Nn6t8541) - ()1) : SIE58=#BCH<&I#=1) - 51 (< (B21219(<!35!3 (254 <! (5& (1&8#6 <4IP 126 3259) <1 /ININI (<41 /INL-R!

W= 5135< (162581*1 (2b#<81 (21) - 5185265) 1 4#521<#)15<) (! (<BIES82#< (14 () (1*1121<#)1 (14 () (19#<)8#»581 () : #6&: 1 5!
Bl<h)()1<8) 2 51 (< (OB2R21IW = 421521359 (625!) - 51(6) - #81)BI)#145945!0 - ()!  (EE5<2!0%):1) :5!4() (12) (B210N) =1 " () (!
XBHVIA58F"#=) O (85!X8#VIA58! (<4!) - 51I< (1Q258! - (2! <HIE#O58I#=11<)58V5 <) <! (<Al<#! (995221)#1) = 514() (1P625!
9(25!E!/RIG5I#<BIS5I5IV52!) - 518525 (89 - 18526))21!

&/1/ESH")" 5 4)>(=$8"HGT" <50"'TH) ) 1"%5)-a)":)JK)
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<19(25!) - 51 (< (°B21218526%)15<) (b2IES824< (14 () (1*1) : 5<1) - 51Ji< (1Q258In6 (44521 (241 (2! (14 () (19#<)8#»5810 - 5<!
- 5185954V/521) - 5185269)11;=1) - 51)8(<2:581)#) = 51J1< (1Q2581421 (1)8(<2=58! )4 (1) =18419#6<)8B!) = 51 ™ () (| X8#VH458! (244!
C62)15<2685!)#9#CEBION) - 1)  51(444)#< (18586>()i#<21#<1260 - )8 (<2-581PH-1263250)#<! /INL, Rl!

o Y(8i(<)!DW:5!" ()(25)X8#VI45819(<!625!) - $84IE (8)BIO#CEB)i<&I8524#68952I5181 Z##8>5!

:<19(25!) 25! ™ () (25)! X8#VI458112 621<8! ) - 1841 E (8)B! 9#CE6)i<8! 8524689521 =#8| E8#95221<&!1 2)5E2S1) - 51) - 484!
E(8)BIO : #12 E8#95221<8!) : 514 () (10w (9)! (2! (14 () ({ES#9522#81=#8!) - 51 ™ () (25)! X8#VI458HP 3126 3259) <!
/INL/IPACOBB262RRIIAVE<) 6 (»BIB6Y521#<!) - 51)8(<2:581)#1) - 18419#6<)8152!C (B! (EE-BIP 3126 3259) <1 /IN1 , Rl!

o Y(81(<)// W: 5134 (1Q25819 (< EBH#VIA5I625! - 12I#O<IC5) - #4!

14145V H<2)#13(25!9(25!!

E—!AkA[QW;i HShIKIWG; 7" 11 "A!
W:517;1C (<(&52)#15¢596)5!) : 5! (< (OB2i2l#<! (1<#45!C (< (&54!3B!(!7;1E (8)<5821!
W:12185n618521) = ()13#) =1) 51" () (25)1(<41P5) - #4! - (V5!)#135!)5CE#B(8bBIOHEISA)#1) - SIACSI6)#8e2! <4451
|
NIt Jt< (1Q258 112! (IE5824<!#819# CE (<BI=8#CIAQIPH8!#6) 2145 AQRI!
NIt "#=) O (B5IX8#V4458 1#<51#1) - 517:1E (8) <582!
RiIt = ()(25)!X8#VI458 1#<514:1) - 517:1E (8)<582!
NIm7525(89: 1:<=8(2)869)685 I"#$i& " () (19#<2#8)i6C!

o AC596)#8 #<5#=!)  517:1E(8)<582!
Y(81(<)2!

DIl W:5!Ac596)#8!9(<!625!) - 184!E(8)B!9#CEG)i<&!852#68952!51811 Z##8>5!

/1 W= 5135 (1Q25819(<1625! - 121#0<14 () (25)! (<4F#8IC5) - #4)

&/1/ESH")" 5 4)>(=$8"HGT" <50"'TH) ) 1"%5)-/)"":)JK)
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Data |
get dataset Provider |-
\
request \
execution .
Final Rl Getsoftware | goftware | 1
User Provider p !
result execute \-.'
oftware, dataset) '
! software copied to
1" this node
result All 1'/
Purpose dataset copied to
Node this node

IJHINIAACE96)k<I3BI (1) 484 <HABbIHIIK)58(9) <2l (CH<&!) - 51 (9)#82!

I$(2519(25'!

250" () (IXB#VIA5810 - #1)8(<2=582!) : 514.() ()#!) : SIK»IXB8E#25! 1 #45!n6 (=452 (2! (14.() (19#<)8#»5811 [#<244581<8!
)2 ()!) 2 5IAC596)48I#<BIESH#VIA52!) - 51852468052136)! - (2!<#145)58Cl<i<@IE#058!810 - ()IMi<4#=14() (| (<4! - #O!
§)1421 &##1<8) )1 351 E8#052254514) 112185 (2#< (5!)# 459 (85! - 4C!)#135! (14() (| E8#0522481=#81) - 51 ™ () (! XBHVI458L! !
C(M521C#2)125<251 41 (2218<1) - 51851421 (14() (19#<)8#»58!)#1) - 51 = () (| XBHVIA58! (241481 - 5IES8-#8CI<&!#=1) - 5!
(<(B2421(2!) = 1210 (BY) 585! 0#641<#)135! (1)8(<2:581#=1) - 514 () ()#! (1) 1841 E (8)BS) - 5! ™ () (IX8#V3458185) (+<21) - 5!
4() (1 O¥) zi<! 1121 9#<)8#) O 219 1121 =8#C1) - 51 4() (| E8#)59) <! ES82E59)V5! (! E85=58( 35! #E) <11 W: 51 7:1 9 (<<#)!
#V58) (M5!) 1218851 (21 (14() (1 9#<)8#»58! (214) 1121 <#)! (P& 5<)NBLW =421 C5(<2!) 251 () (1 XBH#VI45812) (B2!i<!) : 12!
0#<2) 5 ()< (241) - 514.() (| 9#<)8#»581=#81) - 51 (< OB2I2!#=1) - BIES82#< (14 () (! (<4!) 2 51)8(<2:581#=!) - 5185265) P!
)= ()1 9#<) (1<2! 2) E5824< (1 4.() (Rl [#<25n65<95!#=1) 121 O#6>4! (0241 351) = ()1 ™ () (| X8# V458! (<4!) = 51 AC596)#8!
C62)! 9#<$645! (1 4()(! EB#9522i<&! (&855C5<)! P} 263259)k#<! /INL/! PACIBB262RR1! AV5<)6(»B! 86:52! #<! )= 5!
)8(<2:581)#1) - 48419#6<)8i52! C (B! (EE>B!85& (844<&! ) - 51)8(<2:5814=1) : 5IE582#< (14 () (1)#1) 2 514 () (| EB#9522481 48!
)251)8(<2:581#=1) - 5185265)2!)#) - 51Jt< (1Q2581!) - 52519#<) (1<IE582#< (14 () (P 126 3259)#:<I/IN1 , Rl!

W= 51 Ji< (01 62581 *1 (215#<8) (21) 2 5!8526)! 4#52! <#)! 5<) (! (<B! E5824< (1 4() (! *142! <#)! (1 4() (1 94<)8#»5814<1 ) - 12!
0#<2)5»()iti<! () 1 #6&: ! = 51121 i<h)i()i<&!) 25! (<CB212L W= 121421 359 (625! ) - 5! (6) = #81)B! J#! 450645! 0 - ()! - (EE5<2!
01):1):514()(12) (B2 O) z ! ™ () (! XBHVIA5EFACSIB)#8! (<4!): 51 Ji< (1 Q258! = (2! <# E#O58! #=11<)58V5<) <! (<4 <!
(99522)#1) = 514.() (IG5 1#<BI85954/521) - 518525 (89 - 185265)21!!

I
o 1Y(8:(<)!D"W:51AC596)#819(<!625!) : 1841E (8)BI9#CEB)i<8I8524#68952!51811 Z##85!!

<19(25!) - 5! AC596)#8! 12! 62i<8! ) - 1841 E(8)B! #CEB)i<&! 852#68952! #8! E#0522i<8! 2)5E251) - 51) 24841 E(8)B!
O:#! 12) E8#95221<8! ) z5! 4()(! OW! (9)! (2! (! 4()(! E8#952248! =#8! ) 51 AC596)#8! P! 263259)#<! /INI/!
PACOB8262RRIIAV5<)6 (»BI8B>521#<1) - 51)8(<2=58!)#1) : 18419#6<)8152!C (B! (EE>BIP 3126 3259) #<1/INL, !

)
&/1/ESH")" 5 4)>(=$8"HGT" <50"'TH) ) 1"%5)-\)"":)JK)
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o Y(8i(<)!/ 25131 (1Q25819(<1625! - 121#0<14() (25)! (<4F#8IC5) - #4!

W= 5! Ji< (! Q258! N6 (11521 (2! (1 4() (! 9#<)8#»58! (2! O5»! O:5<! 15162521 =421 #O<! 4()(1 25)1! ;<1 9(25! ) - 5!
<)< (1 4() (| E8#)59)<!>(O! #=! #<I AQ! 25C358! ) ()5!42! (EEH(35! )#! 14CI P 263259)#<! /INL/R! - 5!
C62)!9#CEBIOF) - 14 () ('E8#)59) <! EBI<OIE>52! (<41 C62)! 35! (35!)# 3(25!) - 51)8(<2:58! }#!) : 51 "#) O (85!
XBHVIA58! #<! (158 (01 &8#6 <43 51811 < (< (ICES C5<) ()< #=1K8)1 FIP/RIPSR! ™ X ™ 1481 K8) LI FIP-Rl " X " 1P 3!
263259)k#<! /ININ! (<41 /INL-RUW - 51AC596)#8! (<4!) = 51Ji< (31Q2581 0! = (V5!)#15<)581<)# (14.() (19#<)8#»58H
4() (E8#952248185>()k#t<2 - {EIPP 3126 3259) <! /INL/1PACIBE26.2RRUW = 51 Jt< (31 Q2581 (9)2! (2! (14 () (1 9#:<)8#»58!
0:5<!)8(<2:5881<&! ) =51 4() (! )#! ) 25! AC5IB)#8! (<A! 12! (224! 852E#< 235! =#81 )= 51 (<(B22! #1) 25! 4() (1!
AV5<)6 (»BI8B521#<1) - 51)8(<2-581)#) - 18419#6<)8152!C (B! (EE>BIP 3-1263259)k#<! /NI, Rl!

I
E,W7KI" LKW § IKL!
W= 5134 (1Q258! - (21)#IVI2E) <511 - 517;1E (8)<5821<!#8458!)#E58=#8C!) - 51 (< (>B2421!

W= 51AC596)#812: #6:4135!) - 5IE (8)<58!) = ()H21Vi20) SALLINSBS!) - 5IAC596)#81(9)2! (224! (21" #=) O (85! XBH#VIA58! (<4F#S!
" () (IX8# V458!

|
NIt Jt< (1Q258 112! (IE5824<!#819# CE (<BI=8#CIAQIPH8!#6) 21451 AQRI!
NIt "#=) O (B5IX8#V4458 1#<51#1) - 517:1E (8) <582!
RiIt = ()(25)!X8#VI458 1#<514:1) - 517:1E (8)<582!
NIm7525(89: 1:<=8(2)869)685 I"#$i& " () (19#<2#8)i6C!

NIl AC596)#8 #<51#1) - 517;1E(8)<582!

Y(81(<)2!
DIl W: 5IAC596)#819(<1625!) - 1841E (8)BI9#CEB)!{<&I8524#68952!51811 Z##85!

/1 W= 5135 (1Q25819(<1625! - 121#0<14 () (25)! (<4F#8IC5) - #4)

$(2519(25'!

" () (19#<)8#»581121) - 517;1X (8)<5810 - #1121 E8#Vidi<&!) - 514 () (| (<4 E58H8CI<!) - 5! (< CB2A2LIW: 51 ™ () (19#<) 858!
C62)! = (V5! (b5&(!3(2128! (2! 5181 < ()< CIHCESCE<) ()i#<2!#=1 K8)LI FIP/RIPSR! = X ™ 1481 K8)LI FIP-R! * X " 1IW:514() (!

&/1/ESH")" 5 4)>(=$8"HGT" <50"'TH) ) 1"%5)--)"":)JK)
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O#<)8#»58! (G241 = (21)#1) (M519(85!#=!) - 514() (| EB8#)50) <! EGI<HE>52! 25)! 6EI<I K8)1I +1 ™ X 1P 3-1263259)kt<! /ININ!
(<41/INL-R!

W= 5104< (162581*1 (2b#<81 (21) - 5185265) 14#521<#)15<) (b (<BIES824< (14 () (1*1121<#) (14.() (19#<) 8581 () - #6821 - 5!
Bl<h)()1<8) 2 51 (< (OB2R21IW = 521521359 (625!) - 51(6) - #81)B1)#1459145!0 - ()!  (EE5<210%):1) :5!4() (12) (B210N) = " () (!
XBHVIA58! (<4!) 251 i< (1Q258! - (2! <# E#O58!#=14<)58V5<) <! (<41 <#1 (995221 )#1) - 514() (1! G5! #<BI 85954521 ) - 5!
8525892 185265)2L1W 1219 - (<&52!k=1) - 51 (< (B21218526))15<) (b2 E582#< (14 () (1*1)  5<1) - 51 Jk< (1 Q258In6 (34521 (024
(21 (14() (1 9#<)8#»581 0 - 5<! - 5185951521 )  5185265)11 1)  51)8(<2:581)#!) - 51 Ji< (1 Q2581 n6 (44521 (2! (1)8(<2:581 4!
E582#< (! 4() (1 4! (1) =984 9#6<)8B! ):5! = ()(! X8#V4458! (24! C62)! 5<2685! )# G4CEB! O):!):5! (441)< (!
8586 () #<21#<1269:1)8(<2-581P 3126 3259)#<1/INL , Rl

o 1Y(8:(<)!D"W:5!AC596)#819(<!625!) - 1841E (8)BIO#CE6)i<8I852#68952151811 Z##85!

:<19(25!) 251 AC596)#8! 12! 62i<&! ) - 184! E(8)B! 9#CEB)i<8! 852#68952! =481 E8#95221<&! 2)5E251) = 51) - 1841 E(8)B!
O:#! 120 E8#95221<8! ) 25! 4()(! OW! (9)! (2! (! 4()(! E8#952248! =48 ) 51 AC596)#8! P! 263259)#<! /INI/!
PACOBB262RRIIAV5<)6 (PBI8B>521#<1) - 51)8(<2=58!)#1) - 18419#6<)8152!C (B! (EE>BIP 3126 3259) #<1/INL, !
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3.4.2.1 INFORMED CONSENT (IC) AND CONSENT IN RELATION TO PUBLICLY AVAILABLE MATERIAL?

Informed consent is one of the main doctrines governing the legal and ethical use of personal data. The
basic premise is simple: An individual has the autonomy to choose with whom and under which conditions
to share data. There are many problems with the ways informed consent is currently being used. As
Zuiderwijk (2015) argues, the logic of informed consent is at the basis of our idea of contract law. However,
new insights from behavioral economics have shown that the required conditions for rational
decisionmaking are rarely ever present.

Currently, it is overwhelmingly common for people to agree to data collection more or less unwittingly. The
ubiquitous ‘terms of service’ that appear on nearly every web service cannot feasibly be examined by the
average individual. Alexis C. Madrigal found, for example, that it would take 76 working days to sift through
all the terms of service we encounter in a year (The Atlantic, 2012). So even when consent is formally given
(often by click of a button) we should question if it is a meaningful expression of an autonomous individual.
Although the consent may be valid in legal terms (which in itself can often be questioned), it can still be
unethical to accept it as such.

There is another problem connected to informed consent publically available by an individual. data that has
already been made publicly available by data subjects. Examples of this are tweets on Twitter or public
postings on Facebook. This use is often legitimised by referring to the US ‘Common Rule’ (45 CFR 46)%,
which, amongst other guidelines for social research, holds that using public data does not require expressly
asking the research subject for consent.

Zwitter (2014) raises the point that informed consent is absent in these cases. It could be argued that the
data is made public and therefore any use of it may be considered acceptable. However, this is at odds with
a meaningful conception of informed consent. Every now and then a case reaches the public debate, such
as recently when researchers used a database extracted from OKCupid (a dating website), and made that
database public (Zimmer, 2016).

In a related vein, Edwards (forthcoming) argues (in the context of policing) that the argument that using
openly available data does not carry any privacy concerns can be criticized from many angles. (1) Many
characteristics, such as friend-lists and the resulting social graphs are hard, if not impossible to shield on
some applications. (2) Other people may have put information about you online. (3) Many people make
certain elements public unwillingly.

While no extensive research has been done on this subject, within a group of academics we have consulted
there seems the question if the use of this kind of data for research purposes is ethically and / or legally
acceptable is not raised or answered. There is no one size fits all answer, but in our opinion our ethical
principles, and the spirit of the european laws, demand that we should take free, specific and informed

consent as a starting point for any decision.

%7 Can be found on: http://www.hhs.gov/ohrp/regulations-and-policy/regulations/45-cfr-46/index.html
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